Maidstone and m

Tunbridge Wells

NHS Trust

Ref: FOI/GS/ID 4048
Please reply to:
FOI Administrator
Trust Management
Maidstone Hospital
Hermitage Lane
Maidstone
Kent
ME16 9QQ
Email: mtw-tr.foiadmin@nhs.net

01 June 2017
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| am writing in response to your request for information made under the
Freedom of Information Act 2000 in relation to cyber-attacks 2014-2017.

Please could you answer the following:-

1. Does your organisation keep an incident log of cyber-attacks?

2. How many cyber-attacks - attempted and successful - were recorded
against your organisation in the last three financial years, year-by-year (i.e.
2014/15, 2015/16, 2016/17)?

3. Where cyber-attacks were successful, what kind of data and what amount
of data, if any, was lost or stolen? Was it confidential?

4. For each case, please confirm:- the type of attack (e.g. ransomware, denial
of service etc.)

5. What demand, if any, was made to resolve the attack? Did the organisation
comply?

6. Whether the attack was reported to police or other responsible authority?
Was the attacker traced/convicted?

1. All incidents are recorded.

2. The trust has applied Section 31 (1)(a) of the FOI Act (Law Enforcement) to
this question as providing this could compromise the security of the Trust’'s
network / data and might materially cover activity which forms part of ongoing
criminal investigations
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