Ref: FOI/CAD/ID 3613

18 November 2016

Freedom of Information Act 2000

Maidstone and m

Tunbridge Wells

NHS Trust

Please reply to:

FOI Administrator

Trust Management

Maidstone Hospital

Hermitage Lane

Maidstone

Kent

ME16 9QQ

Email: mtw-tr.foiadmin@nhs.net

| am writing in response to your request for information made under the
Freedom of Information Act 2000 in relation to Cyber Security Services.

Standard Firewall (Network) - Firewall service protects your corporate
etwork from unauthorised access and other Internet security threats

Who is the existing supplier for this contract?

What does the organisation spend for each of contract?

What is the description of the services provided for each contract?

What is the start date of each contract?

What is the contract duration of contract?
What is the hardware brand? If available.
What is the software brand? If available?

1.
N
1
2
3.
4. What is the expiry date of each contract?
5
6
7
8
9.

The responsible contract officer? Full name, job title, contact number
and direct email address.
2. Intrusion Detection - network intrusion detections systems (IDS) and
network intrusion prevention systems (IPS) services that detect Web
application attacks and include anomaly-awareness in addition to handling
older threats that haven't disappeared.
Who is the existing supplier for this contract?
What does the organisation spend for each of contract?
What is the description of the services provided for each contract?
What is the expiry date of each contract?
What is the start date of each contract?
What is the contract duration of contract?
What is the hardware brand? If available.
What is the software brand? If available?
The responsible contract officer? Full name, job title, contact number
and direct email address.
3. Web Applications Firewall - A Web application firewall (WAF) is a
firewall that monitors, filters or blocks the HTTP traffic to and from a Web
application.
1. Who is the existing supplier for this contract?
2. What does the organisation spend for each of contract?
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What is the description of the services provided for each contract?
What is the expiry date of each contract?

What is the start date of each contract?

What is the contract duration of contract?

What is the hardware brand? If available.

What is the software brand? If available?

The responsible contract officer? Full name, job title, contact number
nd direct email address.

Threat Monitoring - organizations and security analysts to identify and
rotect against security threats.

Who is the existing supplier for this contract?

What does the organisation spend for each of contract?

What is the description of the services provided for each contract?
What is the expiry date of each contract?

What is the start date of each contract?

What is the contract duration of contract?

What is the hardware brand? If available.

What is the software brand? If available?

The responsible contract officer? Full name, job title, contact number
and direct email address.

5. Anti-virus Software Application - Anti-virus software is a program or set
of programs that are designed to prevent, search for, detect, and remove
software viruses, and other malicious software like worms, trojans, adware,
and more.

Who is the existing supplier for this contract?

What does the organisation spend for each of contract?

What is the description of the services provided for each contract?
What is the expiry date of each contract?

What is the start date of each contract?

What is the contract duration of contract?

What is the hardware brand? If available.

What is the software brand? If available?

The responsible contract officer? Full name, job title, contact number
and direct email address.

6. Encryption Facilities - s a host based software solution designed to
encrypt sensitive data before transferring it to tape for archival purposes or
business partner exchange.

Who is the existing supplier for this contract?

What does the organisation spend for each of contract?

What is the description of the services provided for each contract?
What is the expiry date of each contract?

What is the start date of each contract?

What is the contract duration of contract?

What is the hardware brand? If available.

What is the software brand? If available?

The responsible contract officer? Full name, job title, contact number
and direct email address.
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Please see the following:
1



1. This is split between BT N3 for national Spine access/internet access,
Block Solutions for patient wifi and BMS for the CoiN (Community of interest
network) internet gateway

2. Unknown

3. 3rd party management of gateway services

4. N3 Coin expires March 2017, Block Solutions Expires Mar 2018, BMS
Expires Mar 2018

5. Unknown

6. See expiry date

7. The trust has applied Section 31 of the FOI Act (Law Enforcement) to this
question as providing this could compromise the security of the Trust’s
network / data.

8. The trust has applied Section 31 of the FOI Act (Law Enforcement) to this
question as providing this could compromise the security of the Trust’s
network / data.

. Andy Smith, Head of IT, 01892 631276, andy.smith17@nhs.net

. This is integrated into firewall appliances/solutions above

. N/A

. N/A

. N/A

. N/A

. N/A

. N/A

. N/A

. Andy Smith, Head of IT, 01892 631276, andy.smith17@nhs.net

. The Trust does not run any specific web only application firewalls
. N/A
. N/A
. N/A
. N/A
. N/A
. N/A
. N/A
. N/A

. The trust does not currently run any threat monitoring solutions
. N/A

. N/A

. N/A

. N/A

. N/A

. N/A

. N/A

. Andy Smith, Head of IT, 01892 631276, andy.smithl7@nhs.net

. Avosec
. £36k
. Licences for Avast Anti-virus including support



. 19/07/2017

. 20/07/2016

. lyear

. Dell

. Avast

. Andy Smith, Head of IT, 01892 631276, andy.smith17@nhs.net

. Trustmarque

. £4k

. Endpoint encryption

. Oct-17

. Sep-14

. 3 year

. N/A

. Mcafee EPO

. Andy Smith, Head of IT, 01892 631276, andy.smith17@nhs.net



